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Cloudpath Security and Management Platform

Cloudpath Enrollment System (ES) software is a security and policy management platform that enables any IT organization to
protect the network by easily and definitively securing users and their wired and wireless devices—while freeing those users and
IT itself from the tyranny of passwords.

Available cloud-managed or as a virtual instance and priced per user, Cloudpath software lets IT do with one system what usually
requires many, while easily and automatically integrating with existing access and network security infrastructure.

Cloudpath software consolidates and simplifies the deployment of multiple services that are typically disparate and complex to
manage: Certificate Management, Policy Management and Device Enablement.

FIGURE 1 Cloudpath Security and Policy Management Platform
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Cloudpath Security and Management Platform
What is Cloudpath

What is Cloudpath

There are two main components that make up Cloudpath: Secure Onboarding and Advanced Certificate Management. The
combination of these two capabilities enable a powerful new way to secure and manage any and every device connecting to the
network, while also making it extremely usable for the end user and the administrator. This combination delivers the industry's
first Automated Device Enablement (ADE) solution.
Secure onboarding capabilities include:

* Self-service automated onboarding for a wide array of devices

* BYOD, partner, and guest access

*  Automated configuration

*  Secure WPA2-Enterprise encryption with PEAP or EAP-TLS

*  Flexible enrollment options - AD, LDAP, OAuth, Social Networks

*  Guest sponsorship, email, SMS, and voucher options

e  Built-in certificate authorities and Microsoft CA integration

*  Works with existing Wi-Fi infrastructure

* Automated system health compliance, including AV, firewalls, NAC, proxies, and software installation

Advanced Certificate Management capabilities include:
* Unique per-device certificate management
* Automated certificate distribution
* Self-service certificate enroliment and installation.
*  Dynamic policies based on user, device, ownership (BYOD or IT-owned), access needs
* Manage access activation and termination based on employee status

*  Visibility into every device connected to the network, enrollment options, form factor and expiring certificates using
automated reports on the dashboard

*  Per-device policy control, visibility, and utilization tracking

Why You Need Cloudpath

Cloudpath provides one portal for automatically onboarding authorized devices on the secure network. The process is simple
enough to be self-service, unobtrusive in that the application is dissolvable, automated so that the migration to the secure
network can be managed without contacting the help desk. Cloudpath makes for a better Wi-Fi experience by simplifying the
network, and it can be implemented in your existing WLAN infrastructure because it uses standards-based WPA2-Enterprise.

By using Cloudpath, you keep unauthorized devices off the secure network. With user and device authorization, issues with
sniffers, snoopers and evil twins are prevented. The reporting capabilities allow user and device visibility and control, so that a
network administrator has a view of what is happening on the network.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
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Cloudpath Security and Management Platform
Guest Users

Guest Users

Cloudpath works entirely in the background as it delivers the most secure method of WPA2- Enterprise, EAP-TLS to mobile
devices, including guest users. Through the use of non-intrusive native supplicant configuration, Cloudpath allows guest users to
use the same entry point as employee or student users then automatically moves them to encrypted WPA2-Enterprise wireless
networks. Guests can also sign in using third-party authentication, such as Facebook, LinkedIn or Gmail.
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Workflow Building Blocks

The Cloudpath workflow engine is a customizable enrollment process that provides more control over who is granted network
access and how they should be provisioned.

The enrollment workflow is built using a series of blocks, with each building block representing a step in the onboarding process.
A workflow step might be an acceptable use policy, a display message, or an authentication hurdle. These steps, combined in a
variety of different sequences, create an enrollment workflow for every device type and every user type on your network. The
end result is a lot of flexibility for different use cases.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
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Workflow Engine
Available Workflow Plug-Ins

FIGURE 2 Basic Workflow

Available Workflow Plug-Ins

Cloudpath provides the following building blocks, called workflow "plug-ins," which are used when you add a step to the
enrollment workflow.
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FIGURE 3 Plug-ins That Can Be Used in a Workflow
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Display an Acceptable Use Policy

Workflow Engine
Available Workflow Plug-Ins

An acceptable use policy (AUP) prompt displays a message to the user and requires that they signal their acceptance. This is
typically used for network policies or end-user license agreements (EULAs). For an example of using this plug-in in a workflow,

refer to Acceptable Use Policy on page 71

Authenticate to a Traditional Authentication Server

If you authenticate users to a traditional authentication server, Cloudpath supports authentication using an Active Directory,
LDAP (or LDAPS), via a RADIUS server using PAP, using Security Assertion Markup Language (SAML), or using an onboard
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Workflow Engine
Available Workflow Plug-Ins

database. For an example of using this plug-in in a workflow, refer to Authentication to a Traditional Authentication Server on
page 73.

Ask the User to Name the Device

The Cleanup Devices plug-in prompts the user to provide a name for the device, with the option to reuse or delete previously
enrolled devices. This may suggest that old devices be removed or may limit the maximum number of concurrent devices.

Ask the User About Concurrent Certificates

The Cleanup Certificates plug-in provides a method for allowing users to maintain the number of certificates registered to their
devices. You can configure a certificate limit, and during the enrollment process, prompt the user to review information about
previously distributed certificates.

Split Users Into Different Workflow Branches

Creates a branch or fork in the enrollment process. This can occur (1) visually by having the user make a selection or (2) it can
occur automatically based on criteria associated with each option. For example, a user that selects Guest may be sent through a
different process than a user that selects to enroll as an Employee. Likewise, an Android device may be presented a different
enrollment sequence than a Windows device. For an example of creating a user-type split, refer to User Type Split on page 72.
For an example of creating a device-type split with the use of filters, refer to Device Type Split on page 75.

Authenticate to a Third-Party

When you combine third-party authentication with traditional authorization methods, the social media provides additional
identity information during the onboarding process to deliver automated, self- service access to the WPA2-Enterprise wireless
network. Cloudpath supports third-party integration using Facebook, LinkedIn, Google, or you can specify a custom OAuth 2.0
server.

For more information, refer to the Cloudpath Enroliment System Third-Party Authentication Configuration Guide.

Authenticate Using a Voucher From a Sponsor

When you use a voucher for authorization, the user is provided with a one-time password (OTP) and is prompted for this
password during the enroliment process. Vouchers can be used to control access separate from, or in addition to, user
credentials. For example, use vouchers for self-service registration of IT assets, or for authenticating network access for partners.

For more information, refer to the Cloudpath Enrollment System Sponsored Guest Access Configuration Guide, which is devoted
solely to this one type of guest plug-in.

Perform Out-of-Band Verification Using Email or SMS

Out-of-band verification allows users to enter an email address or phone number to have the verification code or one-time
password sent to them. The out-of-band prompt is tied to a voucher list, which controls the characteristics of the one-time
password (OTP). You can create a new voucher list specifically for out-of-band verification, or you can use an existing list.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
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Workflow Engine
Available Workflow Plug-Ins

Request Access From a Sponsor Online

NOTE
This plug-in was named "Request Access From a Sponsor" in Release 5.5 and earlier.

Prompts the user for a sponsor's email address and then notifies the sponsor. The sponsor can accept or reject the request via
the Sponsor Portal. The user's enrollment workflow stops in mid-process until the sponsor either accepts or rejects the request.
For an example, see Request Access for a User Online on page 104.

Request Access From a Sponsor Offline

Prompts the user for a sponsor's email address and then notifies the sponsor. The sponsor can accept or reject the request via
the Sponsor Portal. The user can be notified via email or text message. If the user's request is accepted, the user can return to
the workflow to continue the enrollment process. For an example, see Request Access for a User Offline on page 109.

Register a Device for MAC-Based Authentication

Registers the MAC address of the device for MAC authentication by RADIUS. This is used for two primary use cases:
* To authenticate the device on the current SSID via the WLAN captive portal.

* Toregister a device, such as a gaming device, for a PSK-based SSID.
In both cases, the MAC address is captured and the device is permitted access for a configurable period of time.

For more information, refer to the Cloudpath Enrollment System MAC Registration Configuration Guide

Display a Message To Users

The message plug-in provides information to the end-user. The message is displayed, along with a single button to Continue.
Use the message plug-in to welcome partners or guest users to your network and provide links for where to get additional
information.

Redirect Users to an External URL

Redirects the user to a specified external URL. This may be used to authenticate the user to the captive portal of the onboarding
SSID.

Prompt User For Information

The data prompt plug-in provides a means for gathering information about a user. This user data can be used for informational
purposes only, or for configuration purposes, such as personalizing certificates.

Authenticate Using a Shared PassPhrase

This authentication method prompts the user for a shared passphrase and verifies that it is correct. A shared passphrase is
useful for controlling access to an enrollment process separate from, or in addition to, user credentials.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
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Workflow Engine
Example Workflow with Two Branches

Generate a Ruckus DPSK

Selecting this plug-in invokes two choices:

* Create a new DPSK pool: This is called External DPSK because you can create the pools and manage them within the
Cloudpath system; they are "external" to the controller. For more information, refer to the Cloudpath Enrollment System
Ruckus External Dynamic Pre-Shared Key (eDPSK) Configuration Guide.

* Store DPSKs in a controller (Legacy): For this option, refer to the Cloudpath Enrollment System Ruckus Legacy Dynamic Pre-
Shared Key (DPSK) Configuration Guide.

Send a Notification

Generates a notification about the enrollment, and can be added anywhere in the workflow. Notification types include email,
SMS, REST API, syslog and more. This step is invisible to the end-user. All enrollment-related data is available for use in the
notification via variables.

Charge User for Service

Directs the user to pay for service via a third-party payment service. This includes PayPal. For an example of using this plug-in,
refer to Charge User for Service on page 99.

Example Workflow with Two Branches

The following image represents a workflow that is split into two branches, with one sequence of steps for employees, and
another for guest users. Each branch in the workflow specifies a different authentication method and assigns different
certificates to the user.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
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Example Workflow with Two Branches

FIGURE 4 Workflow With 2 Branches

The model workflow above translates to the following example workflow in Cloudpath.

FIGURE 5 Cloudpath Simple Workflow
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Example Complex Workflow

After the workflow is in place, you can fine-tune settings for specific OS versions, updates, and features, including customizations
to the user experience. See Device Configuration and Client Certificate.

Example Complex Workflow

The following image represents a more complex, yet easy to configure workflow with multiple branches. The first split in the
workflow accommodates different user types, and the other splits provide a different sequence of events for device types,
internal and external network access, and provide client certificates with the appropriate validity period.

FIGURE 6 Complex Workflow
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Overview

This section provides some enrollment workflow examples to help you get familiar with the different types of steps that can be
configured with Cloudpath.

Employee With IT Asset Authenticated to AD
Group

This is an example workflow for an employee using an IT-assigned device to access the secure network. The employee is
authenticated to an Active Directory group, and the device type split is managed with a filter, which moves the user to the
Company Device workflow branch if they are a member of a specified AD group. They are prompted to enter a previously sent/
assigned voucher and moved to a secure internal network.

FIGURE 7 Example Workflow for Employees with IT Assets

Properes Enroliment Process Lock & Fesl Snapshot(s) Advanced

-

Sep 1 Require the user 1o accept the AUP Welcome Message and AUP S X B
-
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-

Rep 3 Prompt the user for credentials from Annadd Test BYT AD S X B 6
-

g alches i X # CompanyDevice rd x B
-

SepS  Send a verification code iom IT Assets s X B
-

Resuit Move user 1o Secure Internal Netw... and assign cerlificale using Client Certificate T.. Vi
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Employee With Personal Device Authenticated to AD Group

Your workflow does not have to be in the same order as the example. For example, you can move the authentication to LDAP
step to immediately after the AUP step and then have the split for different workflow branches be immediately following. If you
set up a filter on the LDAP group name, users can be moved to the appropriate workflow branch.

Employee With Personal Device Authenticated to
AD Group

This is an example workflow for an employee using a personal device to access the secure network. The employee authenticates
to an Active Directory group, and the device type split is managed with a filter, which displays the Personal Device workflow
branch only if they are a member of a specified AD group. The user is asked to acknowledge a BYOD use policy before being
moved to a secure internal network.

FIGURE 8 Example Workflow for Employees with Personal Devices (BYOD)

Fropertes Enrollment Process Look & Fes snapshot (s Advvanced
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F Welcome Message and AUP F X =

-
#  Employees 7’ x B

-
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»
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-»
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-
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Employee With Personal Device on Internet-Only
VLAN

This is an example workflow for an employee using a personal device on the secure network, but is limited to an Internet-only
VLAN. The employee authenticates to an Active Directory group, and the device type split is managed with a filter, which moves
the user to the Personal Device workflow branch if they are a member of a specified AD group. The user is asked to acknowledge
a BYOD use policy before being moved to an Internet-only VLAN with a certificate that is limited to 30 days access.
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FIGURE 9 Example Workflow for Employees with Personal Devices on Internet-only VLAN
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Sponsored Guest on Internet-Only VLAN

This is an example workflow for a sponsored guest to onboard to the secure network but is limited to an Internet-only VLAN. The
guest authenticates using a personal Gmail account, and is verified using a voucher distributed from the employee sponsor. The
user is asked to acknowledge a guest user policy before being moved to an Internet-only VLAN with a certificate that is limited to
90 days access.

For details on the sponsored guest access feature, see the Setting Up Sponsored Guest Access Within Cloudpath document on the
Cloudpath Admin Ul Support tab.
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Contractor With IT Asset on Internal Network With Limited Access

FIGURE 10 Example Workflow for Sponsored Guests on Internet-only VLAN
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Contractor With IT Asset on Internal Network
With Limited Access

This is an example workflow for a sponsored contractor to onboard to the secure network for a specified amount of time with
limited access. The contractor authenticates using an OAuth account (Facebook, LinkedIn, or Google), and is verified using a
voucher distributed from the employee sponsor. A Contractor Information message is displayed before moving them to a VLAN
with limited internal access and a certificate that limits access to 6 months.
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FIGURE 11 Example Workflow for Contractors with IT Assets

Enroliment Workflow Use Cases
Contractor With IT Asset on Internal Network With Limited Access

™ TOCHSS
-
Welcome Message and AUP Fa =
-»
s X
L2
Linkedin Account ra
-
#  internal Access s
-
Prompt the user ' WOUK e 1 Contractor internal Access Vouchers ra
-
Contractor information and Welcome Messa... 7 ¥
-
Limited Internal Acc... 6-month Contractor ra

Cloudpath Enrollment System Deployment Administration Guide, 5.6
Part Number: 800-72494-001 Rev A

23



24

Cloudpath Enrollment System Deployment Administration Guide, 5.6
Part Number: 800-72494-001 Rev A



Planning the Local Network
Configuration

S OVRIVIBW .ottt bbb bbb b e 25
¢ WPAZ-ENTEIPriSe INTraStrUCTUIE....couiuiiieiirieieteieteeete ettt et b ekttt bbb e st e bt ese st enesbenesbens 25
© SEEEING UP SSIDS ittt et b e bbb s b e b bbb st b e nre s 26
o Setting Up Captive POrtal REAINECE. . ccuiiiiieiiieieiieiteeet ettt et b e b bbb b et nnes 26
¢ CertIfICATE AULNOTITY . cuiitirietiietetet ettt ettt ae e st b ekt e s et et et e st e b e st e b e st e b et ek et et et et et enenes 27
© RADIUS SEIVEIS ..ottt b bbb bbb 27
* SUPPOrted AUtNENTICATION SEIVEIS. ..ottt ettt sttt ettt ettt et e b e e bt ebesbesbesbesbenaens 29
S DN S bbb bbb bbbt bbb s 30
¢ FIreWall CONFIGUIATION. ...c.iiiiiitiieieiete ettt ettt sttt b et s b etk e et et et e st sbentebe e ebe st et et ebessenesbenens 30
S USE CASES ittt bbb bbb bbb 31

Overview

The process of configuring and connecting a device to the secure network requires the integration of many components of your
network. The wireless LAN controller redirects to Cloudpath. Cloudpath issues a user certificate based on user store credentials.
The client is authenticated by a RADIUS server, which verifies the certificate. The network Wizard installs the certificate in the
local certificate store and migrates the user to the secure network.
Before you implement Cloudpath in your network, consider the following components of your network.

*  WPA2-Enterprise Infrastructure

*  Setting Up SSIDs

»  Setting Up Captive Portal Redirect

*  Certificate Authority

* RADIUS Servers

*  Supported Authentication Servers

* DNS

*  Firewall Configuration

e Use Cases

WPA2-Enterprise Infrastructure

Cloudpath works in your existing WLAN infrastructure using standards-based WPA2-Enterprise.

The following basic components are required for setting up a WPA2-Enterprise network. These components most likely exist in
your network and can easily be configured to work with Cloudpath to complete the secure Wi-Fi configuration in your network.
*  WPA2-Enterprise requires an external authentication server (RADIUS or NPS) to handle 802.1X user authentication.

*  WPA2-Enterprise requires a CA to issue and install certificate on the RADIUS server

* The external authentication server (RADIUS or NPS) client database should be populated with the IP address and shared
secret for each access point and user data with usernames and passwords for each end-user.
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*  On each AP, configure WPA2-Enterprise and add the authentication server (RADIUS or NPS) IP address and shared
secret.

Setting Up SSIDs

Cloudpath requires an open SSID for onboarding, and one or more secure SSIDs, depending on your deployment scheme. The
open SSID terminates to a captive portal that points to Cloudpath, and the secure SSID is the network to which your users
migrate. We recommend creating an SSID specifically for Cloudpath.

Configure the secure SSID to use TLS, and point the RADIUS authentication requests to the RADIUS sever, whether that is the
Cloudpath onboard RADIUS server, a Microsoft NPS, or other external RADIUS server.

Guest SSID

If your security policy provides a guest SSID for Internet-only or limited network access, you can set up an open SSID specifically
for guests. The guest SSID redirects guest users to the Cloudpath captive portal, where they can onboard to a limited access
network. The limited access is managed using VLAN assignment, which is configured in the wireless LAN controller, where you
can also filter, shape or throttle the guest VLAN.

Conflicting SSIDs

Cloudpath provides a method for managing conflicting SSIDs to prevent a device from roaming away from the secure network.
When setting up the device configuration, in the conflicting SSID section, you can set it up to either delete the open SSID or set it
to connect manually. See Device Configuration and Client Certificate.

Setting Up Captive Portal Redirect

After the SSIDs are set up, configure a captive portal page on your wireless controller so that it redirects users from the open
SSID to the Cloudpath web page to begin the enroliment process.

*  On the Wireless LAN Controller (WLC), configure the open SSID pre-authentication ACLs to permit access to the IP
address of the Cloudpath server. Configure the WLC to point to Cloudpath as an External captive portal.

* Set up the secure WPA2-Enterprise SSID to delegate authentication to the Cloudpath onboard RADIUS server, the NPS,
or an external RADIUS server.

NOTE
If using an external RADIUS server, you must configure layer 3 access to the Cloudpath virtual appliance to allow
certificate status verification.

For more information, see the following sections in this guide:
*  Ruckus Controller Integration for Cloudpath
*  Cloudpath Captive Portal Setup for Cisco Controller
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RADIUS Servers

Certificate Authority

A WPA2-Enterprise network requires a certificate authority (CA) to issue and verify certificates on the RADIUS server. Cloudpath
supports many different CA configurations, including an onboard CA to act as your own private CA, certificates issued from an
external CA, or Cloudpath acting as a proxy for an existing CA.

If you are using a Microsoft CA, the Cloudpath onboard CA can be configured as your intermediate CA, leaving the your Microsoft
CA as your root CA.

Onboard CA

The Cloudpath onboard CA can issue a server certificate to the onboard RADIUS server and it can issue client certificates. After
the client certificate issued, all authentications take place using the certificate.

The onboard CA is a full X.509 public key infrastructure (PKI), which can issue client and server certificates binding a public key to
a particular common name.

RADIUS Servers

WPA2-Enterprise requires an authentication server for issuing client certificates for the wireless authentication. Cloudpath
provides an onboard RADIUS server, supports integration with your existing RADIUS server, or integration with a Microsoft
Network Policy Server acting as a RADIUS server.

For all configurations:

*  The wireless controller requires the port number and shared secret from the RADIUS server.

NOTE
If using the onboard RADIUS server, the shared secret and port number can be found on the Administration >
System Services > RADIUS component page.

*  Apply the RADIUS authentication server to the secure SSID.

* Populate the client database for an external authentication server with the IP address and shared secret for each access
point and the user data with usernames and passwords for each end- user.

Onboard RADIUS Server

The onboard RADIUS server, which is a a FreeRADIUS server that has been optimized for TLS, is configured as part of the initial
system setup. The RADIUS server issues client certificates and the client validates the RADIUS server by hostname.The onboard
RADIUS server supports all vendor- specific attributes in the FreeRADIUS dictionary.

If you are using the onboard RADIUS server, Cloudpath can generate a RADIUS server certificate using the onboard CA and server
certificate template. This certificate can be installed on the onboard RADIUS server as part of the initial system setup.

Microsoft NPS Acting as a RADIUS Server

If you are using the NPS acting as a RADIUS server, you must set up the NPS server role and a RADIUS server.

These steps are required when configuring Cloudpath to integrate with the NPS:

* Create a server certificate template for the NPS.
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*  Generate a server certificate for the NPS. Use the FQDN of the NPS server as the ServerName
* when you generate the certificate using the onboard CA.
* Download the Private Key of the Root CA.

* Import the private key of RADIUS server certificate for NPS into the Personal Trust store. The private key must be in
* key format.

* Import the Public Key of the Root CA in to the Enterprise Trust store. The public key must be in *.cer format.

NOTE
See the Cloudpath Integration with Microsoft NPS Configuration Guide for configuration details.

External RADIUS Server

If you prefer to use an existing RADIUS server in your network, you must add the IP address of the RADIUS server to Cloudpath to
allow signed certificates to be uploaded to Cloudpath and the public certificate of the CA (onboard or external).

Alternately, a CSR can be used within Cloudpath to create a usable RADIUS certificate.

RADIUS Proxy

Cloudpath supports RADIUS proxy from an external RADIUS servers. For example, you can set up a configuration so that a
certificate from a specific domain (@guest) is proxied to Cloudpath for authentication. When the external RADIUS server receives
a RADIUS request from user@guest, the request is forwarded to the onboard RADIUS server.

This proxy configuration is set up on the external server.
To set up RADIUS Proxy on a Network Policy Server (NPS):

1. Go to RADIUS Clients and Servers and add a Remote RADIUS Server Group. The group will have one member, the
Cloudpath server. Enter the IP address and shared secret from NPS.

2. Go to Connection Request Policies, add a policy for the RADIUS proxy. Add a Condition so that the NPS looks for the
@guest in the username and, if found, forwards the request to the “remote radius group”, which is the Cloudpath server.

Cloudpath receives the request (similar to it coming straight from the access point) and responds.

Additional Radius Configuration Options

RADIUS Accounting

RADIUS Accounting, which provides start/stop information and byte counts on the connection, is supported on port 1813.

RADIUS Server VLAN Attributes

When setting up SSIDs in the WLC, you can use VLANS to apply policies for different groups by combining the VLAN in the RADIUS
Request as a RADIUS attribute. RADIUS attributes are configured on the certificate template.

VLAN Tagging
The onboard RADIUS server can assign policy information for devices by defining VLAN tags in the certificate template.

If you are using the Microsoft NPS as a RADIUS server, VLAN tags are managed from the NPS.
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Certificate Revocation
You can disable network access in Cloudpath by revoking the user or device certificates.

*  When using the NPS acting as your RADIUS server, you can disable the AD account, and because the AD and RADIUS
server are tied together, the disabled account status is registered by the RADIUS server.

*  When using the onboard RADIUS server:

- To disable access for a user, locate the certificates associated with the user account and revoke these certificates in
Cloudpath.
- Todisable access for a device, revoke only the certificate associated with the device.

Supported Authentication Servers

Cloudpath supports Active Directory, LDAP and a variety of third-party authentication servers, such as Facebook, LinkedIn, or
Google.

Active Directory

When using Active Directory with Cloudpath, the initial user authorization is established using AD credentials, and subsequent
authentications are based on the client certificate.
Consider the following information when using Active Directory in your network.

*  You need AD domain information (plus any sub domains) and the IP address of the AD server.

* Setup your AD groups for use with wireless BYOD access or Sponsorship Grounds (if needed).

- Cloudpath must have layer 3 access to the AD server.

* The AD host is an LDAP call and must be an IP routable address.

*  During authentication, the username is compared to the AD SAM attribute.

e The FQDN of your AD server or IP address maps to the internal AD server IP address.

* Ifyou are using one of the hosted Cloudpath systems (onboard.cloudpath.net, onboard2.cloudpath.net, etc. ), check the
Firewall Requirements page for the DNS IP address.

*  Cloudpath communicates to the AD server using TCP Port 389, LDAPS TCP/UDP 636.

LDAP or LDAPS

To use LDAP with Cloudpath, you need:
* DNS/IP of the active directory server
* DN of the domain
* Username and password to bind to the LDAP server

*  Cloudpath communicates to the LDAP server using TCP Port 389.

Third-Party Authentication

When you combine third-party authentication with traditional authorization methods, the social media provides additional
identity information during the onboarding process to deliver automated, self- service access to the WPA2-Enterprise wireless
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network. Cloudpath supports third-party integration using Facebook, LinkedIn, Google, or you can specify a custom OAuth 2.0
server.

To use third-party authentication, you need the following application information.
*  Facebook - App ID and Secret
e LinkedIn - API Key and Secret Key
* Google - Client ID and Client Secret.
NOTE

For details on configuring Facebook, LinkedIn, or Google applications, see the appropriate configuration guide on the
Cloudpath Admin Ul Support tab.

RADIUS Using PAP

Select this option to enable end-users to authenticate via RADIUS using PAP.

SAML 2.0 IdP

Cloudpath allows a Security Assertion Markup Language (SAML) Identity Provider (IdP) to be configured as an Authentication
Server. With traditional authentication server types (LDAP, AD, etc) Cloudpath prompts for username/password, and the
authentication server verifies the credentials. With SAML, Cloudpath delegates the IdP to prompt the user for credentials and
verify the authentication.

Cloudpath Onboard Database

Select this option to enable end-users to authenticate to accounts defined within this system. This option is not meant to replace
AD or LDAP system, but is useful for trial and demo accounts. You can also set specific passwords for users, as opposed to
having the system set the user passwords.

DNS

DNS should be configured for Cloudpath and other components in your network. Consider the following information when
setting up DNS in your network.

*  Configure DNS for use with Active Directory.

*  The host name of Cloudpath is the FQDN hostname you assign for DNS.

See DNS Issues in the Troubleshooting section of this document.

Firewall Configuration

This section describes the firewall ports that may need to be configured to use Cloudpath and Wizard. Cloudpath must be able to
communicate with:

* xpc.cloudpath.net (TCP 80/443-HTTP/HTTPS)
* dist2.cloudpath.net (used for Cloudpath updates TCP 80/443-HTTP/HTTPS)
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* NTP server, 0.centos.pool.ntp.org on the standard NTP port (123). This can be configured to point to a local server

during system setup, if you prefer.

Depending on your network configuration, you might be required to configure other firewall ports. See the following table.

TABLE 1 Firewall Ports for Use with Cloudpath

Port
80
443
5228
389
80
1812
1813
8022
22
3268

3799
pool.ntp.org: 123

Protocol

TCP and UDP
TCP and UDP
TCP and UDP
TCP

TCP

UDP

UbP

TCP
Windows RPC

ubP

Notes

Android Communications

Android communications with Google Play and Amazon Market.
Android APK

Active Directory, LDAP queries

NPS query to Cloudpath for OCSP

RADIUS Authentication

RADIUS Accounting

SSH. This is the default port for SSH.

SSH. This port can be configured for SSH.

LDAP recursive domains

| f you are using the Integration Module for Microsoft CA, the web server communicates
with the Microsoft CA using Windows RPC.

RADIUS Change of Authorization (CoA)

Perform NTP synchronization.

After Cloudpath is configured, a Firewall Requirements page is provided to help you understand the traffic to and from the
system. Navigate to Administration > Firewall Requirements or see the Troubleshooting Your Deployment section for more

information.

Use Cases

Before configuring your network for use with Cloudpath, you should have some idea about your deployment scheme for the
different users in your network.

Use these questions to help you determine a deployment scheme.

*  Will employees be allowed to access the secure network with personal devices?

» Do you want employees to sponsor guest user?

*  How will guest users be authenticated? or do you want them to use a third-party authentication? or will you place them
in an Internet-only VLAN?

*  Should contractors have limited access? How long should we allow them on the secure network?

* How long do you want the different user types have access to the secure network?

The Enrollment Workflow Use Cases section provides common use cases that you can use as workflow templates when planning
your own deployment scheme.
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Prerequisites for Configuring Cloudpath

Before you set up Cloudpath in your network, you need the following information:

Deploylng the Virtual Image File

VMware server or Microsoft Hyper-V Manager on which you'll install the Cloudpath virtual appliance.
* The URL where the image file resides. A Cloudpath representative provides this information.
* Hostname of the virtual appliance
* IP address (and netmask) being assigned to Cloudpath on the VMware server. Not needed if using DHCP.
* IP address to restrict administrator access
* |P address of the DNS server(s).
*  Gateway IP address

Setting up the Initial Account

* Login credentials for the Cloudpath License Server
* License Server URL
o HTTPS server certificate
*  Company Information (Domain, URL)
* DNS hostname
* Active Directory domain, DNS/IP address of AD server, and DN of AD domain or LDAP server.
*  WWW certificate (public-signed)
If you are not using the Cloudpath onboard CA, you also need:
*  Public and Private key of existing CA

*  RADIUS server certificate (if not using onboard RADIUS server)

Configuring the Workflow

This section lists items to consider when you configure the workflow:
* Anidea about the types of access and policies you want to offer different users.
* Images and color schemes if you plan to customize the webpage display.
*  AD group names for creating filters in the workflow.
* Anidea about the security policy for passwords, vouchers, and certificates.

- Vouchers have configurable format and validity periods.
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- Certificates have configurable key lengths, algorithm types, and validity periods.
*  The SSID for the secure network.
*  Alist of conflicting SSIDs (open SSIDs, to prevent roaming)
* Anidea about which OS families and versions to support.

* Additional requirements for device configurations (for example, enable firewall, proxy, verify antivirus, enable screen
lock passcode).

Deploying the Virtual Appliance to a VMware Server

NOTE
If using a Microsoft Hyper-V deployment, see Deploying the Virtual Appliance to a Hyper-V Server.

The deployment process consists of the following steps:

*  Retrieve OVA File

*  Deploying the Virtual Appliance Using a VMware vCenter Client
or

*  Deploying the Virtual Appliance Using a Console-Based Client Test Network Connectivity

*  Test Network Connectivity

Retrieve OVA File

If you are setting up a Cloudpath account for the first time, you will be sent an activation code in an email notification. For an on-
premise deployment, the activation code link allows you to download the Cloudpath OVA, binding your OVA file to the activation
code.

When the download is complete, deploy the OVA file using a VMware client.

Deploying the Virtual Appliance Using a VMware vCenter Client

1. Open the VMware client.

2. Select File > Deploy OVF Template.

3. Enter the file path or URL where the OVA file resides.
4. Accept the EULA.
5

Enter a unique name for the virtual appliance.
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6. Select a deployment configuration:

Non-Production POC - Deploys using 6GB RAM and 2 vCPUs x 1 Core. Recommended for software trials, feature
testing, and other non-production systems.

4,000 or Fewer Users - Deploys using 8GB RAM and 2 vCPUS x 2 Cores. Recommended for production systems with
fewer than 4,000 users.

8,000 or Fewer Users - Deploys using 12GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems with
fewer than 8,000 users.

More than 8,000 Users - Deploys using 16GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 8,000 users.

More than 20,000 Users - Deploys using 20GB RAM and 2 vCPUS x 4 Cores. Recommended for production systems
with more than 20,000 users.

7. If you are using VMware vCenter™ Server to manage your virtual environment, select the appropriate data center,
cluster, host, and destination storage, as needed.

Use Thick provisioning for a production environment. For a thick provision, the total space required for the virtual
disk is allocated during creation.

NOTE
If you are using Fault Tolerance, you must select Thick provisioning.

Use Thin provisioning for testing, or if disk space is an issue. A thin provisioned disk uses only as much datastore
space as the disk initially needs. If the thin disk needs more space later, it can grow to the maximum capacity
allocated to it.

8. Select a disk format.

Continue the configuration with vCenter, or a non-vCenter console.

If you are using the vCenter to configure application and network properties, continue to the next section.

If you are using the console to configure application and network properties, review the initial settings and click
Finish. See Deploying the Virtual Appliance Using a Console-Based Client to complete the deployment process.

Application Properties (vCenter)

Customize the application properties for the deployment.
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FIGURE 12 Application Properties

36
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Cloudpath Enroliment System

Hostaname (FQDN)
Enter the fully quaified domain name.

1

1P Address
The 1P address for this VM. Leave blank if DHCP is desired.

Netmask
The netmask or prefix for this WM. Used only if statc IP is assigned.
|255.255.252.0

Default Gateway
The default gateway address for this VM. Used only if static [P is assgned.

DS

The DNS server(s) for this VWM. Supperts up to 3 in a comma-separated Ist. Used only if
stabc [P s assigned.

[pe888.8.44

NTP Server
Speafy an NTP server. By default, pool.ntp.org wil be used.

[pool.ntp.org

Enable HTTPS?

1=

Timezone
o -]

S5H Access

[Port 8022 |

Restrict admin access?

To restrict the admin web U to certan addresses or subnets, specfy a comma-separated
kst of addresses or subnets (CIDR notation, ex. 192.168.4.1/22).

Console Password

Speafy the password 1o be used to access the consale or S84 of ths WM. Please select a
strong password that i complant with your password complexty polcy.

Enter password |

Confrm password |

Enter the Hostname(FQDN) for the virtual appliance.

NOTE
The Cloudpath Hostname is used as the default OCSP Hostname, which is embedded into certificates issued
by the onboard root CA as part of the URL for the Online Certificate Status Protocol (OCSP).

Enter the IP Address, Netmask, Default Gateway, and the DNS Servers for this VM. Leave blank for DHCP.
Specify an NTP Server or leave the default.

HTTPS is enabled by default. Leave unchecked only if Cloudpath is behind another web server using SSL.
Select the Timezone.

Select SSH port, or disable SSH access.
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7. Enter the IP address(es) that can access the Cloudpath Admin Ul. Leave this field blank if you do not want to limit
administrative access.

8. Enter and confirm a service user password. The service user account is used by your support team for access to this
system using SSH. The service account is not available if SSH access in not permitted.
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Confirm Deployment Settings (vCenter)
1. Verify these properties before you begin the deployment.
If you are using DHCP, the networking properties will be blank.

FIGURE 13 Deployment Settings

Ready to Complete
Are these the options you want to use?
Source
OVE Template Detais When you dick Finish, the deployment task will be started.
End User License Agreement  Deployment settings:
Mame and Location OVF file: C:\Users\Anna\Downloads\CloudpathES_OVF10_5.03206...
Degloyment Configuration Download size 1.1GB
Bl Host/ Cluster Size ondisk: 24GB
D_tg& Format
Bt Name: Anna bvt 3206-43
Ready to Complete Folder: Westminster
Deployment Configuration: Mon-Production POC
Host/Cluster Development
Specific Host 192.168.4.5
Datastore: SVR-5:RAD
Disk provisioning: Thin Provision
Metwork Mapping: WM Network” to "M Network"
Property: fgdn = anna43.cloudpath,net
Property: ip = 192,168,543
Property: netmask = 255.255.252.0
Praperty: gateway = 192.168.4.1
Property: dns = 192.168.4.2
Property: ntp = pool.ntp.org
Property: https = True
Property: timezone = America/Denver
Property: sshPort = Port 6022
Property: restrictAdminfoess =
[ Power on after deployment
L] <Back I Fish |  Cancel I
Jﬂ‘

2. Click Finish

Deployment takes approximately 2 minutes.
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Deploying the Virtual Appliance to a Hyper-V
Server

NOTE
If using a VMware deployment, see Deploying the Virtual Appliance to a VMware Server.

The deployment process consists of the following steps:
*  Retrieve OVA File
*  Deploying the Virtual Appliance Using a VMware vCenter Client

*  Test Network Connectivity

Retrieve VHDX Image File

Retrieve With Activation Link

If you are setting up a Cloudpath account for the first time, you will be sent an activation code in an email notification. For an on-
premise deployment, the activation code link allows you to download the Cloudpath VHDX image file, binding your VHDX file with
the activation code.

When the download is complete, deploy the OVA file using the Hyper-V Manager.

Deploying the Virtual Appliance Using Hyper-V Manager

1. Open the Hyper-V Manager.

From the Action menu, select New > Virtual Machine. This opens the New Virtual Machine Wizard.
Read the Before You Begin screen.

Enter a Name for the new VM and click Next.

Select Generation 1 and click Next.

S T

Assign Startup memory.

NOTE
When using the New Virtual Machine Wizard, RAM is specified, but the system assigns only one virtual
processor, by default. This value can be increased after the initial setup.

*  For software trials, feature testing, and other non-production systems, we recommend using 6GB (6144MB) RAM
and 2 virtual processors.

*  For production systems with 4,000 or fewer users, we recommend using 8GB (8192MB) RAM and 4 virtual
processors.

*  For production systems with 8,000 or fewer users, we recommend using 12GB (12288MB) RAM and 8 virtual
processors.

*  For production systems with more than 8,000 users, we recommend using 16GB (16384MB) RAM and 8 virtual
processors.

*  For production system with more than 20,000 users, we recommend using 20GB (20480) RAM and 8 virtual
processors.

7. Leave Use Dynamic Memory selected (the default) and click Next.
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On the Configure Networking screen, select the appropriate virtual switch in the Connections field. Click Next.

On the Connect Virtual Hard Disk screen, select Use an existing virtual hard disk, and browse to the location where
the vhdx file exists. Click Next.

10. Verify the setup summary and click Finish.

The system creates the new virtual machine.

Configure Virtual Processors

By default, the new VM wizard assigns one virtual processor to a new VM. You can increase the number of virtual processors in
the VM settings.

NOTE
The VM must be powered off to change Settings.

1.  With the VM selected, navigate to the Action menu, and select Settings. Alternately, you can right- click the selected VM.
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2. Select Processor.

FIGURE 14 VM Settings

E Settings for Annadd HyperV @5.2.3959 on SVR-30 - X
Annadd HyperV ©5.2.3959 v 4 F |0
2 Hardware A~ u Processor
B* Add Hardware
[ gi0s You can modify the number of virtual processors based on the number of processors on
Boot from £ the physical computer. You can also modify other resource control settings.
W secuity Number of virtual processors: k=
W Memory - Resource control
6144 MB You can use resource controls to balance resources among virtual machines.
# ] Processor .
S Vil s e Virtual machine reserve (percentage): Ij]
= i IDE Controller 0 Percent of total system resources: 0
[# o Hard Drive
CloudpathES_Hyperv_5.2... Virtual machine limit (percentage):
= I8 T0E Controler 1 Percent of total system resources: 25
DVD Drive
, Relative weight: 100
&l scsl Controller 5

=0 Network Adapter
= c;_;ﬁkz
H Dlskethe Drive

# Management
[X] Name

| Integration Services

iy Chedpoints

@ Smart Paging File Location

o e [ ot

3. Inthe left pane, select Processor.
4. Inthe right pane, increase the value for Number of virtual processors.
5. Click Apply, then OK.

Power on the virtual machine to continue with the configuration.

Cloudpath Enrollment System Deployment Administration Guide, 5.6
Part Number: 800-72494-001 Rev A 41



Deployment Scenarios
Deploying the Virtual Appliance to a Hyper-V Server

Deploying the Virtual Appliance Using a Console-Based Client

Before you begin, read the list of information required to setup the system.

1.

A R ol

10.
11.
12.

13.

14.

Open the console on the VMware or Hyper-V Server.

Enter yes (or y) to accept all license agreements.

Enter the time zone. For example, enter America/Denver.

Enter the FQDN hostname for the virtual appliance (ex., onboard.company.com).
Do you want to enable HTTPS? Enter for yes (default) or n.

Do you want to use a STATIC IP (rather than DHCP)? Enter for yes (default) or n.

* Ifyou enter yes (recommended), you assign the IP address of the virtual appliance, subnet mask, and gateway and
DNS server IP addresses for your network.

* Ifyou enter no, DHCP is used to assign IP address of the virtual appliance interface (ens for VMware, eth0 for Hyper-
V), subnet mask, gateway, and DNS server IP addresses for your network. If you are not using DHCP, enter the IP
address of the virtual appliance interface.

Enter the IP address of the virtual appliance.

Enter a subnet mask in the format 255.255.252.0.

Enter the gateway IP address for your network.

Enter the DNS server IP address.

Do you want to permit SSH access? Enter for yes (default) or n.
Enter and confirm a service password.

The service password is used by your support team for access to this system using SSH. Refer to the Cloudpath
Command Reference on the Support tab for details.

NOTE
The service account is not available if SSH access in not permitted.

Do you want to us an NTP server other than pool.net.org? Enter for no (default) or y to specify an NTP server.
The setup is complete.
Press Enter to reboot the system.
After the reboot you are presented with the shelluser login prompt.
NOTE

The shelluser is only available during the initial system configuration. After the initial boot, you must use the
service password to access the system.

Service Account

When the deployment is finished, you are presented with the service account login prompt.

To use the service account:

1.
2.

a2

Enter cpn_service at the login prompt, and then the service user password.
Enter the show config command to verify your configuration. You may be prompted to re-enter the password.

See the Cloudpath Command Reference on the left menu Support tab.
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Test Network Connectivity

To verify that the virtual appliance is correctly deployed, perform the following operations from the VMware server console:
1. Ping the gateway of your system.
2. Ping the URL where the Cloudpath Licensing Server is hosted.

3. Verify that the virtual appliance can resolve DNS.

How to Install VMware Tools

VMware Tools is a suite of utilities that you install in the operating system of a virtual machine. VMware Tools enhances the
performance of a virtual machine and makes possible many of the ease- of-use features for managing your virtual appliance with
the vCenter Client.

Use these instructions if you wish to install VMware Tools on the Cloudpath virtual appliance.

NOTE
We recommend that you take a VM snapshot before adding tools or making changes to the configuration.

From the vCenter Client

1. From the powered-off state, select the VM, and right-click to Edit Settings.
With the Hardware tab selected, click the Add button to open the Add Hardware page.
Select CD/DVD Drive (or browse to locate the ISO for the media) and click Next.
Continue with the configuration using the default settings. When finished, click OK.
Power on the VM.

Select the VM and right-click to select Guest > Install/Upgrade VMware Tools.

N o u ks~ N

Select Interactive Tools Upgrade and click OK.

This popup does not occur on some systems.

From the Console

1. Login to the cpn_service account.

2. Enter the following commands:

sudo mount -t i1s09660 /dev/cdrom /media
cp /media/VMwareTools-XXXXX.tar.gz .
sudo umount /media

tar xvfzp VMwareTools-XXXXX.tar.gz

cd vmware-tools-distrib

sudo ./vmware-install.pl

NOTE
The VMware Tools version can vary within the same vCenter. Use the Tab button to auto-complete the
VMwareTools-XXX.tar.gz commands to be sure you get the correct version.
3. Select the default answers to the configuration questions.
When finished, exit the vmware-tools-distrib directory.

When complete, select the Summary tab on the vSphere Client. The General section shows VMware Tools is Running (Current).
The IP address should match the IP address assigned to the Cloudpath virtual appliance.
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How to Increase the Virtual Appliance Memory on VMware

NOTE

For Hyper-V deployments, refer to the Deploying Cloudpath as a Virtual Appliance Using Microsoft™ Hyper-V Manager
configuration guide.

We recommend that your VMware server have 12-16GB RAM, which is sufficient for most production environments.
However, there may be circumstances (performance, larger deployments) that require adjustments to the memory
allocation for Cloudpath.

Use these instructions if you want to change the memory configuration of a virtual machine's hardware.

1. From the vCenter client, power off the virtual appliance.
Select the VM, and right-click to Edit Settings.

With the Hardware tab selected, select Memory.

On the right window pane, increase the Memory Size.
Click OK.

Power on and reboot the VM.

A R i

How to Expand the MySQL Partition Size

The database partition is designed to maximize performance of the Cloudpath operations. If needed, you can expand the size of
the partition used for MySQL database operations.

From the vCenter Client
1. With the VM running, select the VM and right-click to Edit Settings.
2. With the Hardware tab selected, select Hard disk 2.

3. Ontheright pane, in the Disk Provisioning section, increase the Provisioned Size to the desired size and click OK.

NOTE
If the Provisioned Size cannot be selected, try restarting the server using the sudo halt command.

From the Console
Enter the following commands as root.
1. (Optional) View the amount of free disk space available.
[root@localhost cpn servicel]# df -h
2. Signal to the OS that there has been a hardware change to the disk.
[root@localhost cpn servicel# echo ‘1’ > /sys/class/scsi disk/2\:0\:1\:0/device/ rescan
3. Expand the physical volume.

[root@localhost cpn servicel# pvresize /dev/sdb -v
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4. Extend the size of the logical volume for MySQL operations.

This example shows that we are extending the size of the logical volume by adding 25GB.

[root@localhost cpn servicel# lvextend -L +25G /dev/mapper/application vg-mysql

5. Resize the file system.
[root@localhost cpn servicel# resize2fs /dev/mapper/application vg-mysql
This writes your changes to disk and completes the partition expansion process.
6. Verify the amount of free disk space available.

[root@localhost cpn_servicel# df -h

The output should indicate the increased partition size.
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Activate Account or Log In
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*  Activate Account by Credentials

Overview

If you are setting up a Cloudpath account for the first time, you will be sent an activation code. If you have existing Cloudpath
License server credentials, you can activate an account using those credentials.

Whether you create a new account with an activation code or with legacy Cloudpath credentials, the system binds the Cloudpath
instance to your License Server credentials.
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Activate Account by Activation Code

If you have been sent an activation account, enter it on this activation page.

FIGURE 15 Activate Cloudpath Account

Activate

Set a Password for Account

If you have logged in with an activation code, you are prompted to set a password for this account.
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FIGURE 16 Set Password

Password Setup

1. Your email address should display. If it does not, enter it on this page.
2. Enter and confirm a password.

These are the credentials to use for this Cloudpath account.
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Activate Account by Credentials

If you already have a Cloudpath License Server account, you can activate a new Cloudpath account or log in to an existing
account using those credentials.

FIGURE 17 Activate Account With Existing Credentials

Activate by credentials
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Overview

Cloudpath provides you with a single administrator login for the Cloudpath Admin Ul. Additional administrators can be added
from the left menu Administration tab, or you can enable Administrator logins from your authentication servers.
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System Setup Wizard

After a successful deployment and activation (or login), the system setup wizard takes you through a few steps.

1. Select Server Type.

FIGURE 18 Select Server Type

System Setup Es

- Standard Server (Default)

Add-On Server For Clustes

Replacement Server For Existing Server

In most cases, select Standard Server, the default. This selection takes you through a setup wizard, which prompts you

for the basic information required for an Cloudpath server.

* Ifyou are setting up this server for replication, you can choose to set the server as an Add-On or Replacement
server. These selections provide an alternate set up process, requiring less information for the initial setup. Add-On
and Replacement servers receive most of their configuration from the primary server in the cluster.

* Ifyou are setting up this server to replace an existing server, and you are importing the database from the existing
server, select Replacement Server for Existing Server.

NOTE
For Add-on or Replacement servers, you will not be required to go through the full system setup.

Cloudpath Enrollment System Deployment Administration Guide, 5.6

52 Part Number: 800-72494-001 Rev A



2. Enter Company Information, then click Next.

This information is embedded in the onboard root CA certificate.

FIGURE 19 Company Information

Initial System Setup
System Setup Wizard

System Setup
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In the WWW Certificate for HTTPS screen (below), choose the applicable radio button, then click Next.

FIGURE 20 WWW Certificate for HTTPS Screen

System Setup “ ﬁ

WWW Certificate for HTTPS

The system is configured to use HTTPS, but does nol cumrently have a valid WWW server certificate. An

invalid VIZWWW server certificate will impact the ability of end-user enroliments, causing 404 errors due to a « @ https,//onboard.company
lack of trust. The system can be configured prior to the WWW server certificate being installed, but it should

bei d prior to attempting to enroll as an end-user.

The WWW certificate may be a wil d certificate (*.company.com) or a named certificate (onboard.company.com). The WWW certificate must match the DNS name

used by the end-users to enroll.

To request a WWW certificate, you may need to provide a Certificate Signing Request (CSR). If so0, one may be downloaded below.

e Generate a Certificate Signing Request (CSR)

Select this option to generate a CSR, which can be sent to a certificate authority to issue a WWW server certificate. After receiving the certificate back. it can

be uploaded

Upload the WWW Certificate

Select this option If you have the WWW server cerlificate available to upload

Skip for now.

NOTE
Cloudpath supports web server certificates in P12 format, password-protected P12, or you can upload the

individual certificate components: the public key, chain, and private key or password-protected private key.

If you selected the "Generate CSR" radio button, perform Step 4.

If you selected the "Upload the WWW Certificate" radio button, perform Step 5.

You can select the "Skip for now" radio button for the initial configuration. However, you should perform this step
prior to attempting to enroll as an end-user. To return at a later time to the screen shown above, navigate to
Administration > System Services > Web Server service, then click Upload WWW Certificate. For now, proceed to
Step 6
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4. (Only if you selected "Generate CSR" radio button.) You should now be at the Create CSR for HTTPS screen:

FIGURE 21 Create CSR for HTTPS Screen

System Setup

wilth spaliang.

Commen Name:
Organization:
Qrgantzational Unit:
Emall Address:
Locatity:

State

Country:

i Subject Allernative Mames:
Titte:

i Algorithm:

i Key Length:

Tha falds balew will Ba included in the cermficato sgning request (CER), Some coganizations have sirict requinamants for tha valuos requined in thosd folds, Loaving fiedds blank is ok, Thoso folds are not modifiablo, 50 be caroful

anna242 cioudpath.net

The Fliowing fidds ane normaly ned ehanged

SHA-256 ¥

[ <o J > |

a) Enter the required information.

NOTE

In the Common Name field:

* Ifyou are re-issuing a wildcard certificate, make sure the hostname includes *. For example:
*.domain.com.

* Ifusing a single-domain SSL certificate, the HTTPS server name should already be populated for you.

b) Click Next.

The Download CSR for HTTPS Screen is displayed:
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FIGURE 22 Download CSR for HTTPS Screen

e

Download CSR for HTTPS

Step 10 The certificate signing request (CSR) has been generated, Click the Downlead CSR bution below to downlead the CSR file

Downioad CSR

Step 2: file, After submitting the CSR o the certificate authorily,

Step 3:

te now. If nol, click 'Upload Later and you will be prompted 10 upload them

Upload Certificate

c) Click Download CSR to download the .csr file, which you can then open in Notepad.
d) Upload the CSR to any CA website to receive a certificate.
e) Follow the instructions for the CA website to download the public key and chain.
The public key usually has a filename similar to the domain name. The chain will vary depending on the CA, but it

typically contains the word "Root," "Intermediate," " Bundle," or something similar, and may have the filename
extension of .chain.

f) Inthe screen that is shown in Figure 22, click Upload Certificate.
You are taken to the screen where you upload the files you received from the CA. The screen below shows the

Private Key and the Chain already uploaded, and the Private Key Source is "Certificate is based on the downloaded
CSR":
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FIGURE 23 Upload WWW Certificate Based on the Downloaded CSR

System Setup

v Upload by PEM Files

Public Key (PEM):

i Chain (PEM or P7b):

i) Additional Chain (Optional):
i Additional Chain (Optional):

Private Key Source:

> Upload by P12

N T

It a p12 file is not available, you may upload the individual components of the certificate. All files must be in PEM (Base64) format. If the private

key is password-protected, specify the password too. If the private key is not password-protected, leave the password blank,

Choose File anna242cloudpathnet.cer
Choose File anna2d42cloudpathnet.chain
Choose File No file chosen

Choose File No file chosen

Certificate is based on the downloaded CSR ¥

g) Upload your certificates using the screen shown above.

h) Click Next to continue with the system setup.

i) Proceed to Step 6.
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5. (Only if you selected the "Upload the WWW Certificate" radio button, which you should only have done if you already
have received your WWW certificate from a public CA.) You should now be at the following screen:

FIGURE 24 Upload Existing WWW Certificate

* PRLIEEY.) r L] 3 Ceari e Al ey % in PE! J4s at Fhe 3% IR 0 A & DAbLA M &
by 1 NO1 PASIRONS-prodecied edve e DASEATD bians
Choose Fie ile chosen
Morf Choose File o or
Choase Fie e choser
e Fie o
» Choose Fie | No file chosen
.
may upload 2 perver cerbhcate in p 12 formad Yo do 50, you mus also 1pe®y B pasyword & B 012 i passeond prodecied
Cnooss Fise | CloudpathLabm rtificate.pl2

a) Upload your certificates using the screen shown above.
You can do one of the following: 1) Upload the Public Key, the Chain, and the Private Key, or 2) Upload the P12 file.
The example in the screen above shows a P12 file has been uploaded.

b) Click Next to continue with the system setup.

¢) Proceed to Step 6.
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6. Select the Default Workflow.

* Toinitialize the system with a sample configuration, select BYOD Users & SMS Guests, or BYOD Users Only. This
creates an initial workflow for BYOD users and sponsored guests (or BYOD users only) that you can use as a
template, or simply add a device configuration and use immediately.

* To create your own workflow, select Start with Blank Canvas.

FIGURE 25 Select Default Workflow

System Setup “ m
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7. Configure the Authentication Server.

NOTE

If you selected a Blank Canvas for the default workflow, you are not prompted to set up an authentication

server during the initial

system setup.

If you plan to use an authentication server to authenticate end-users or sponsors, Ruckus recommends populating the
authentication server information page.

If using multiple authentication servers, additional authentication servers may be added through the workflow or from
the Configuration > Authentication Servers page.

FIGURE 26 Authentication Server Setup

* Connect to Active Directory

Deotault AD Domaln

AD Host

AD DN:

AD Username Attribate:

Porform Status Chack:

Use For Admin Logins:

Use For Sponsor Loging:

Run Authentication Tost?

Use VLAN Range:

Connect to LDAP

Connect to RADIUS

& it

Connect to SAML

Use Onboard Database

SAM Account Name

a) To setup the initial configuration of the Authentication Server, select and enter the required fields.

60

Cloudpath Enrollment System Deployment Administration Guide, 5.6

Part Number: 800-72494-001 Rev A



Initial System Setup
System Setup Wizard

b) Consider these optional settings for the authentication server:

* Verify Account Status on Each Authentication - If selected, Active Directory is queried during subsequent
uses of the certificate to verify the user account is still enabled. You must provide the bind username and
password for an authentication server administrator account.

* Additional Logins - If Use for Admin Logins is selected, administrators can log into the Cloudpath Admin Ul
using credentials associated with this authentication server. If Use for Sponsor Logins is selected, sponsors can
log into the Cloudpath Admin Ul using credentials associated with this authentication server.

* Test Authentication - If selected, an authentication will be attempted using the username and password
provided to test connectivity to the authentication server. This test can also be run from the workflow.

8. Set up the Authentication Server Certificate:

a) To use LDAP over SSL (LDAPS), the system must know which server certificate to accept for the authentication
server.

FIGURE 27 Authentication Server Certificate

To use Active Directory via LDAPS, the system nesds 1o know which server certficate 1o accept for the authentication senver

= Pin the Current Server Certificate.

Upload the Chain for the Server Certificate

b) Select Upload the Chain for the Server Certificate to upload a certificate chain from an issuing CA. You must
specify the common name for the LDAPS server certificate. This certificate does not need to be updated when the
certificate is renewed.

c) Select Pin the Current Server Certificate to use the current server certificate as the trusted certificate. This setting
must be updated if the certificate is renewed.

Setting Passwords for Onboard Database Users

The following steps show you how to add an onboard database user and specify a password:

1. Go to Configuration > Authentication Servers to display all the configured authentication servers; you are specifically
looking for "Onboard database" servers.
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FIGURE 28 Onboard Database Servers in the List of Configured Authentication Servers

Configuration > Authentication Servers

> Server 1:

> Server 2:

Onboard database Anna 5.4.3971 anna243 DB

Active Directory server Anna 5.4.3971 anna243 AD

2. Click the arrow to the left of the desired onboard database server to display an expanded configuration for that onboard

database:

FIGURE 29 Expanded Configuration Display for Onboard Database Server

Configuration > Authentication Servers
v Server Onboard database Anna 5.4.3971 anna243 DB
inciude Admin Accounts: Yos, adminiarators will bo able to logn

Cnboard Users:

Status | Usernamo

3. Click Add User. The Create User screen, where you can specify the user password, is displayed:

FIGURE 30 Create User Screen

Authentication Servers > Create User

i Emall Address:
First Name:
i) Last Name:

i) Company:

Groups:

Username:

i) Specity Password?
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4. Complete the User Information section, then, under "Credentials," check the Specify Password box. Enter the
information for the Username, the Set Password, and the Confirm Password fields (shown below), and then click Save to
complete the configuration. You need to notify new users of their credentials when you specify their passwords.

NOTE
If you do not use the Specify Password feature, the system notifies new users of their credentials.

FIGURE 31 Specifying the User Password

Authentication Servers > Create User

Email Address:

First Mame:

i Last Nam:

i Company:

i Groups:

i Usemame bob@test.com
Specity Password? 4

Set Password:

Canfirm Password,

Editing User Passwords:

To edit the user configuration, click the arrow to the left of the desired onboard database server to display the configured user(s):

FIGURE 32 Editing the User Information

Configuration > Authentication Servers Add Server P
v Server Onboard database Anna 5.4.3971 anna243 DB ra
InClude Admin AcCounts. You. admenesiraion will Bo ab
Onboard Users:
ASd User Status Usprnarme Mama Emad Comparry Groups
»F K o @ bebitest.com bob o
@ V¥
»  Sefver2 Active Directory server Anna 5.4.3971 anna243 AD ® 7
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Initial System Setup
Publishing Tasks

You can use the pencil, X, or key icons as follows:

The X lets you delete the user.

The pencil icon allows you to edit the user information, including an option to block the user.

Publishing Tasks

After the initial setup tasks, the system finishes the initialization process. When the publishing tasks are complete, the system is

ready to use. The setup information is also emailed to the system administrator for this account.

FIGURE 33 System Initialization Status
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The Key icon lets you remove the password that you specified, and the system will email the user a new, randomly
generated password.
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Initial System Setup
ToDo Items

ToDo Items

On subsequent logins, the Cloudpath Welcome page is displayed. The ToDo Items lists the configuration items needed to
complete the account setup.

FIGURE 34 Cloudpath Welcome Page

Welcome to the Cloudpath ES

Cloudpath ES provides a single point-of-entry for devices entenng the network environment  The Automated Device Enablement (ADE) approach gives network
administrators control by blending traditional employee-centric ¢ apabiliies (Active Directory, LDAP RADIUS. and Integration with Microsoft CA) with guest-centnic
capabilties (sponsorship, emasl. SMS. Facebook. and more)

Getting Started L Bdomens |
Use the o menu tabs to bagin salting up your workfiow configuraton
The Dashboard tab displays reporting information about the enroliments, users ‘K g prm ke,

derices, cedificates. and more

The Configuration tab allows you to configure and deploy the enroliment workflow ‘k The workBow s currenty blank Click Fix' 10 begin adding steps o the
ncluding the lock & feel and the device configuration

From the Sponsorship tab, you can manage vouchers and voucher lists, and
customize the look & feel of the sponsorshep portal

From the Certificale Authonty tab, you can manually generate cedtificales. view certificate delals, revoke cedificates, manage the charactenstics of certificates to be
issued, and manage cedificate authorities (CAs)

The Administration tab allows you to manage administrator accounts, system services, diagnostics and logs, and system updates

The Support Lab provides access to the Cuick Stant Gude and several Setup Guides to help with commeon configurations along with licensing informalion

To configure Cloudpath, see the Cloudpath Quick Start Guide, and other Cloudpath configuration guides, which can be found on
the Cloudpath Support tab.
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Enroliment Workflow

OVEIVIBW ...ttt bbb bbb bbb bbb bbb e b b e bbb bbb b b e b 67
WOTKIIOW BASICS....ouiiiiiciiiciiiciri bbb bbbt 67
Modifying @ WOrKflOW TEMIPIATE......oiiieieeeeee bbbttt ettt b e bbb b nnes 68
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Overview

The Cloudpath workflow engine is a customizable enrollment process that provides more control over who is granted network
access and how they should be provisioned.

When you plan your workflow, you can have a different enroliment sequence for employees and visitors, for personal and IT-
owned devices; adding custom authentication and policy prompts, to allow a separate workflow for each type of user and device
in your network environment.

See Enrollment Workflow Use Cases for an example of the most commonly used workflows.

Workflow Basics

Navigate to Configuration > Workflows.

The Workflow page has 5 tabs across the top.

Use the Properties tab to update the workflow properties and the Enroliment Portal URL Options.
Use the Enrollment Process tab to configure the steps presented to a user to create the workflow.

Use the Look & Feel tab to configure the Cloudpath skin, and to customize the logos, colors, buttons, and images for the
Cloudpath server, the Cloudpath Wizard, and the Download page.

Use the Snapshot(s) tab to view the latest snapshot, the version, timestamp and the notes added to a particular
workflow.

Use the Advanced tab to view the Enroliment Portal URL, Passpoint OSU URL, and the QR code. You can also use it to
Manage Chromebook Setup and for Cleanup.
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Enrollment Workflow
Modifying a Workflow Template

FIGURE 35 Workflow Configuration Page

Propartias Enrollment Process Look & Fesl Snapshobis) Advanced

L3

Step 1 Require the user o accept the AUF Welcome Message and AUP F x Q

All matches in. | s #  Vigibors | | EMRleres Partre + ,» = %

-

Step 3 Prompt the user for credentials from Test AD ra o @
E3

Step 4 All matches in . f‘ Your Device Com Device | + ,‘ = x
»

Step 5 Prompt the user for a voucher from IT Assets Voucher rd X Q,
-

Step 6 Send a verification code from Guest Vouchers F x 0
£

Resull Move user to CloudpathTest and assign certificale using Guest Policy Templat.... Vi

Use the icons along the side to make changes to the enrollment workflow:

* Use theicons on the right side of each step to edit, modify, delete, view the enroliment steps.

*  Use the Test Server icon ® to verify interaction with an authentication server.

*  Use the Edit List icon = to label options, to change the order of the selection options in a split, add more options, or
add filters and restrictions.

* Use theicons on the split tabs to modify or delete a specific option.

When you create a new workflow, you will choose one of three options from a drop-down list called Workflow Template Type.
These options are described in detail in the following sections:

*  Modifying a Workflow Template on page 68
*  Creating a Workflow From a Blank Slate on page 70
o Using the Timed Access Workflow Template on page 84

Modifying a Workflow Template

You can modify a standard enroliment workflow template provided by Cloudpath.
To create a workflow from a template using sample data:

1. Go to Configuration > Workflows.
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2. Onthe right hand side of the Workflow page select Add Workflow.

The Create Workflow screen is displayed:

Enrollment Workflow
Modifying a Workflow Template

FIGURE 36 Create Workflow Screen - Selecting "BYOD and SMS Guest" For Workflow Template Type

Configuration > Workflows > Create

Create Workflow

i Display Name:

i Description:

1 Woarkflow Template Type: [ BYOD and SMS Guest ¥ |

_ MNone
Enroliment Portal URL Options
BYOD and SMS Guest
1} URL Hame: Timed Access

On the Create Workflow screen, enter a Display Name and Description.

From the Workflow Template Type drop-down list, select "BYOD and SMS Guest."
Fill out the URL Name field.

Click Save.

SR AN S

A workflow template, which contains a typical workflow sequence, is displayed. The step numbers are shown on the left

side of the workflow.

FIGURE 37 Workflow Template

=

Step 1: Require the user to accept the AUP Welcome Message and AUP - 2
-

Step 2: Allmalches in: | X 4 wisitors | | EMployess
Y

Step 3: Authenticate the user via Linkedin, Facebook, or Gmail
mp  Inser Slep Here

Result: Assign a device configuration and/or certificate.

s X B

S =E X B
P S =

p
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Enrollment Workflow
Creating a Workflow From a Blank Slate

7.

Modify the existing workflow template as needed using the icons on the right side of each step. You can add or remove
steps, change the labeling, create filters on the splits, or modify the authentication server.

The workflow template contains basic workflow steps with sample data that can be modified to fit your network plan. These
basic steps are described in the following table.

TABLE 2 Example Workflow Template Steps

Step 1
Step 2

Step 3

Result

Acceptable Use Policy.

Split in the workflow to provide a different sequence of enrollment steps for Visitors and Employees. Splits can be
modified for other industries (for example, Students, Faculty, and Guests).

An authentication step for users.

The final step, which migrates the user to the secure network and assigns a client certificate, is not pre-populated as
this information is specific to your network.

Creating a Workflow From a Blank Slate

You can create a typical workflow from a blank slate. This sample workflow follows the steps provided in the workflow template.

1.
2.

o v kM w

70

Go to Configuration > Workflows.
On the right hand side of the Workflow page select Add Workflow.

The Create Workflow screen is displayed:

FIGURE 38 Create Workflow Screen - Selecting "None" For Workflow Template Type

Configuration > Workflows > Create m “

Create Workflow

i|  Display Name:

i Daseription:
i Workflow Tomplate Typa: None v
Enrollment Paortal URL O;Jti:n!_
BYQD and SMS Guest
i URL Nama:
Timed Accass

i Enable DNS Shortcut:

i Enforcs Required Paramelors:

On the Create Workflow screen, enter a Display Name and Description.
From the Workflow Template Type drop-down list, select "None."
Fill out the URL Name field.

Click Save, and you are returned to a blank workflow page.
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Enrollment Workflow

Creating a Workflow From a Blank Slate

7. Onthe blank workflow page, click Get Started near the bottom of the page to add your first workflow step.

A selection page opens that allows you to choose which type of step (workflow plug-in) to add to the enroliment
workflow. Every time you add a step, the Step Selection page appears.

FIGURE 39 Enrollment Step Selection

ch Type Of Siep Should Be Added?
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Acceptable Use Policy

Step 1 in the workflow requires the user to agree to an Acceptable Use Policy (AUP).

1. Select the button for Display an Acceptable Use Policy (AUP).

2. Select Anew AUP created from a standard template.
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Enrollment Workflow
Creating a Workflow From a Blank Slate

3. Onthe Add Acceptable Use Policy page, enter the Reference Information and Webpage Display Information.

The Webpage Display Information is the what the user sees during the enroliment process.

FIGURE 40 Add Acceptable Use Policy

Insert Step
i Mame:
i Description
i Page Source: Standard Template
i tie
i Message:
i Bottom Label:
i Checkbox Default State: o
i Acceptance Checkbox Label:
i Checkbox Highlight Color: FCFFB3 Reset
i Continue Button Label:

Ll

D 3l

4. Choose Standard Template as the page source and check the Checkbox Default State box to specify that the default

setting is the acceptance of the AUP. Click Save.

The Workflow page displays the enroliment workflow with the AUP acceptance as the first step.

User Type Split

Step 2 in the workflow prompts for the type of user access.
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To create a User Type prompt:

1. In